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Agenda

● NERSC MFA Update
● ERCAP System Tutorial



NERSC MFA Updates



Why MFA?  Why Now?

• NERSC systems represent a large investment by 
DOE and need to be protected

• Compromised credentials can be an avenue for 
further attack and compromise

• MFA is much more common place with users both 
in accessing other HPC centers as well as 
web-based resources (Google, GitHub, Facebook, 
etc)

• NERSC is the only major ASCR facility that hasn’t 
required MFA for users



...This is going to wreck my progres...

• NERSC understands that the current mode of 
access is extremely convenient and productive

• NERSC has strived to craft a strategy for MFA that 
helps to improve security while looking for ways to 
minimize the impact to users



Making MFA a little easier...
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sshproxy
Use MFA to get ssh key that will expire in 24 hours.  
Longer term available with prior authorization.

myProxy Use MFA to get a proxy certificate.

Shibboleth

Login with MFA first time you hit a Shibbolized site, no 
authentication required for any Shibbolized site for 24 
hours.

hpss Use MFA to obtain an HPSS token.



Opt-In vs. Opt-Out
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Opt-In: User can enable/disable MFA as desired

Opt-Out: User cannot disable MFA without NERSC 
authorization 



Alternatives to Google Authenticator
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Hardware token: Yubikey

Desktop app: authy



sshproxy



sshproxy
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Analogous to myproxy, serves time-limited ssh keys

Uses the magic of ssh certificates
● ssh keys signed by an ssh CA cert
● ssh certs include expiration dates
● And other restrictions that can improve security

sshproxy generates ssh key & certificate which user 
downloads
● Requires MFA 
● Default key lifetime: 24 hours

○ Process available for longer keys, with authorization
● Simple RESTful api
● Client-side scripts available to provide simple user interface



sshproxy in action
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canon$ ls ~/.ssh

canon$ ./sshproxy.sh

canon$ ls ~/.ssh

canon$ ssh -i ~/.ssh/nersc cori.nersc.gov

config          id_rsa          id_rsa.pub      known_hosts

Enter your password+OTP

Successfully obtained ssh key /Users/canon/.ssh/nersc
Key is valid: from 2018-08-31T09:59:00 to 2018-09-01T10:00:05

config          id_rsa.pub      nersc
id_rsa          known_hosts     nersc-cert.pub

--- ridiculously long banner deleted ---

canon@cori12:~>



Less typing...

In ~/.ssh/config

Host cori cori.nersc.gov
        Hostname cori.nersc.gov
        IdentityFile ~/.ssh/nersc
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Shibboleth



Shibboleth Login (in production)
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Shibboleth OTP Prompt (example)
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Jupyter



Jupyter (coming soon)
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Opt-Out



Password Reset Process
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Password reset procedure remains the same
● User requests password reset
● gets an email with a one-time link

Tokens will not get changed or removed when password 
is reset
● Users chooses new password
● Then has to login with new password + OTP

Users can separately request to purge tokens
● When user changes phone, they often turn in old phone before getting new phone
● Same workflow as password reset (one-time link via email)
● User will still have MFA enabled, NIM will direct user to token creation
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ERCAP System Tutorial

Clayton Bagwell
User Engagement Group



ERCAP

• Energy Research Computing Allocations Process 
(ERCAP)
– Accessed through the NERSC Help Desk at:

• https://ercap.nersc.gov

• Use your NIM username and password

– Renew current projects

– Science objectives, approach, and resource requirements
• Computer time and archival storage space

– Reviewed and awarded by DOE Science Offices

– Most allocations are awarded in December
• Allocation year starts in January (AY 2019 - January 8, 2019)

https://ercap.nersc.gov


New Look and Feel



Find us from the Help Desk Homepage



New Look and Feel



Reminiscent of old NIM form



Colorful Help Text



Asterisks Indicate Mandatory Data



Hover Text and Info Links



Search Options



DOE Offices and Sub-Programs

Some DOE Offices require selecting an additional sub-program:



New Science Categories (Again!)



Authorized Preparers



Funding - DOE/SC Program Managers

http://www.nersc.gov/users/accounts/allocations/doe-science-offices-programs-and-allocation-managers/



Funding - Federal Agencies



Two Project Descriptions



Text Field Character Counts - Reduced



Attachments and PDFs



Attachment Location(s)



Resources Requested



Codes



Usage Audit



Submit Request



ERCAP Office Hours

You can contact us with questions or about any problems you 
may be having at any time.

• Email: allocations@nersc.gov
• Phone: 1-800-66-NERSC opt 2

If you have a special, last minute problem or question, join us 
for ERCAP Office Hours

• October 12 & 15, 2018 - ERCAP Office Hours
– 08:00 PDT - 17:00 PDT

• Join us on Zoom to get hands-on help
– Zoom session link to be announced

mailto:allocations@nersc.gov


Questions?



Resources

● DOE/SC Program Managers
○ http://www.nersc.gov/users/accounts/allocations/doe-science-o

ffices-programs-and-allocation-managers/

● NERSC Account Support
○ http://help.nersc.gov
○ accounts@nersc.gov
○ 1-800-66-NERSC, menu option 2 or 510-486-8612

● NERSC Allocation Support
○ http://help.nersc.gov
○ allocations@nersc.gov
○ 1-800-66-NERSC, menu option 2 or 510-486-8612

http://www.nersc.gov/users/accounts/allocations/doe-science-offices-programs-and-allocation-managers/
http://www.nersc.gov/users/accounts/allocations/doe-science-offices-programs-and-allocation-managers/
http://help.nersc.gov
mailto:accounts@nersc.gov
http://help.nersc.gov
mailto:allocations@nersc.gov


The End


