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his Session

» Connecting to NERSC Services
2. https://iris.nersc.gov for managing your account and project
b. https://help.nersc.gov/ to contact NERSC support
c. https://my.nersc.gov for center status and a portal to everything

« Connecting to Cori
=. ssh -1 my nersc name cori.nersc.gov for power users
b. https://jupyter.nersc.gov notebooks and terminals in your browser
«. NoMachine (https://docs.nersc.gov/connect/nx/) for GUI apps
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https://iris.nersc.gov
https://nersc.servicenowservices.com/
https://my.nersc.gov
https://jupyter.nersc.gov
https://docs.nersc.gov/connect/nx/

Now

» Connecting to NERSC Services

2. https://iris.nersc.gov for managing your account and project
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Iris (https://iris.nersc.gov) for Your Account

I vis x
< C o © & https://iris.nersc.gov 150% | eee 0 moe =
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Management and reporting for your account, compute and
storage allocations, and projects at NERSC.

Reset your password | Forgot your username | Lost your tokens?

m https://www.nersc.gov

NERSC requires using Multi-Factor Authentication (MFA) to increase your account security. Read instructions here.
NERSC Account Support: Submit a trouble ticket at: https:/help.nersc.gov/ or email accounts@nersc.gov
NERSC Consultants: Submit a trouble ticket at: https:/help.nersc.gov/ or email consult@nersc.gov
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https://iris.nersc.gov

Iris

O & https://shib.nersc.gov/idp/profile/SAML2/Redirect/SSO?execution=e1s2

National Energy Research
Scientific Computing Center

Username

Password

Forgot your password?

» Contact us
» Privacy & Security Notice
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Multi-Factor Authentication (MFA)

©> ¢ o 0 ape dnet B 95 LINDO S * e
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I p L] yo u WI u S e I S a D MusT READ: Black Lives Matter: Tuming words into action
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* Protects NERSC users from  cypocuency oo emne
. . Confirmed infections have been reported in the UK, Germany, and q

attaCkS Ilke thIS RN Switzerland. Another suspected infection was reported in Spain. Z
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* Log into NERSC resources e
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secure Wi-Fi connections from
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Setting Up MFA In Iris

 First install Google Authenticator on your smartphone
(and/or Authy on your computer)

https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8

https://authy.com

Search "MFA" at
https://docs.nersc.qov
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https://docs.nersc.gov
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8
https://authy.com

L} | ] | ]
s x
ettl I lg p I I I rI S (— - ¢ @ © & https://iris.nersc.gov/user/70817/mfa RN 4 N @oe =
New MFA Token

* Click the "MFA" tab

* Click the "Add Token"
button

« Scan the QR code with
the Authenticator app
(or, paste the Authy code
into Authy)
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Logging in with MFA

After single-sign-on page
you'll be asked for your
one-time password (6
digits from app)

oo
o ¢ o
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https://docs.google.com/file/d/1XTGabR0PzsyHPq9Ar8fKdwD4YmJRVtMt/preview

roubleshooting

* | can't login to Iris
o New account? It may not be approved yet (can take a few days)
o Forgot password? Lost MFA tokens?
Use the links on the Iris login page
* | can login to Iris, but not Cori
o Are you in a project? Check "Roles" tab

O & hitpsijris nersc.gov 60% e 33 noe =
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Now

» Connecting to NERSC Services

b. https://help.nersc.gov/ to contact NERSC support
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Help: https://help.nersc.gov

r-3= National Energy Research
I a Scientific Computing Center

Forgot your password?

- E: EpREEE R BEERRER P o

< C ® 0)

* NERSC Help Desk

polells Filter navigator

=

NERSC Help Desk
Home
Request Forms
Submit a Ticket
Unresolved Tickets
All My Tickets
My Project(s) Tickets
Watched Incidents
My Profile

My Knowledge Articles

)

& https://nersc.servicenowservices.com/nav_to.do?uri=%2Fhome.do

10% oee w

N @ e =

<+ Top Searches

Add content

Top Searches - All

1. 255167

2. reservation gpu
3. WPS

4. 0155831

5. craig lant

6. e3sm

7. jgi-plant-db-1

8. PRB0040389
9. Tiffany Connors
0.

pr

. e3sm portal

Top Searches - Knowledge

1. Tiffany Connors

Hour | FT | week| | Month

Hour | F¥ | week| Month

Top Searches

(PR Top Searches earches - Live Message

. Tiffany Connors
. 0155831

. 255167

. craig lant

. e3sm

. jason lee
. jgi-plant-db-1

1
2

3

4

5

6. e3sm portal
7

8

9. padukka

0

. glzhang

¢ B®

Top Searches - Problem

1. Tiffany Connors

2. 0155831 2. 0155831
3. 255167 3. 255167
4. craiqg lant 4. craiq lant

M & o

Change Layout

CBE

Hour | P | week || Month

CBE®

Hour | F¥ | week| Month
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Now

» Connecting to NERSC Services

c. https://my.nersc.gov for center status and a portal to everything
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https://my.nersc.gov

If you only remember one

A n@oe =

URL, hitps:/my.nersc.goyv s | @ ——

L)Y N&RSC

will get you everywhere

0 Jobs s

B File Browser

My Personal Disk Usage
1@ Center Status %

4 Service Tickets HOME
Used 28 GB of 40 GB
il Data Dashboard

- NX Desktop

& Jupyter Hub

0 My Active Jobs
©9 NERSC Homepage

No Active Jobs

ocumentation Portal

ccounts Portal

My Completed Jobs

Job ID Host
31190515 Gori
31190510 Gori
31190507 Cori

NER 14 e

BERKELEY LAB

| Bringing Science Solutions to the World

CSCRATCH

Used 115 GB of 20,971

GB
Completion Time Wall Hours CPU Hours
05/27/20 22:02 0.007 001
05/27/20 22:01 0.008 0.01
05/27/20 22:01 0.009 0.01

- - a
4 System Status
Compute Systems:
Cori up

Global Filesystems:

Gommunity File System

(CFS) Up
DNA Up
Global Common Up
Global Homes up
ProjectB Up
SeqFs up

Mass Storage Systems:

U.S. DEPARTMENT OF Offlce Of
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https://my.nersc.gov
http://my.nersc.gov

https://my.nersc.qgov

[T mynersc X

<« Cc @ © @ https;//my.nersc.gov

¥ niensc

@ Dashboard Dashboard
help.nersc.gov G an <

I8 Center Status S

jupyter.nersc.gov

Ll Data Dashboard

J NX Desktop

3 Jupyter Hub

8 File Browser Inodes

Used 28 GB of 40 GB

www.nersc.gov My Actve Jobs

2 NERSC pag

:

# Documentation Portal
29 Accounts Portal

No Active Jobs

dOCS . nerSCgOV == My Completed Jobs

Job ID

31190515
31190510

iris.nersc.gov

31190507

Host

Cori

Cori

Cori

i= My Personal Disk Usage

CSCRATCH
Used 115 GB of 20,971
GB

my disk quota

Compute Systems:

Cori Up

Completion Time
05/27/20 22:02
05/27/20 22:01

05/27/20 22:01

15

Global Filesystems:

is cori up?

Community File System

(CFS) ue
DNA Up
Global Common up
Global Homes Up

Wall Hours

0.007
0.008

my jobs

0.009 0.01

Mass Storage Systems:
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https://my.nersc.gov

https://my.nersc.gov

< c @ © @ https://my.nersc.gov/index.php B ~-9U% In @ © =

i néRsc

=

Most things require
login (also MFA

Dashboard

@ Dashboard

My Personal Disk Usage % System Status
&3 Jobs S

1) Center Status < B8 My Active Jobs Compute Systems:

@8 File Browser

SR Cori Up

O el O c e © @ htpsiimynerscgovioginph s eI

Ll Data Dashboard Mvm Global Filesystems:

CJ NX Desktop -
Community File Up

Please Sign |

CJ Jupyter Hub ol System (CFS)

NERSC Homepage DNA Up
Global Common Up

Documentation Porta

Forgot your password? Click here.
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https://my.nersc.gov

https://my.nersc.qov

[T mynersc X
<« c @ © & https://my.nersc.gov/backlog.php e mweme =
My R =- =- a-

@ Dashboard
&8 Jobs

I Jobscript Generator

Completed Jobs

Cori Queues

|~ Queue Backlog
Ll Job Completion Stats
I8 Center Status
& File Browser
4 Service Tickets
Ll Data Dashboard
3 NX Desktop
& Jupyter Hub
NERSC Homepage
Documentation Portal

Accounts Portal

Backlog History

Queue Backlog Over Time

Machine:
Cori (KNL) j
Queue:
Al :J
Queue Backlog Over Time
Zoom 1m 3m 6m YD 1y Al From May2,2020 | To  Jun2,2020
73
®
8
=
88
S
2
2.5
)
4. May 11. May 18. May 25. May 1.Jun

Date

17

<« c @ | @ | @ nttps://my.nersc.goviqueuewaittimes.php O Do =
@ Dashboard Queue Wait Times
& Jobs <
Heatmap of Queue Wait Times and Number of Jobs
IE Center Status &3
Machine: Qos:
& Announcements
Cori (all) _l Regular J
<& Filesystems Monitor
Username: Account:
& Now Computing
Outage Calendar
e Datetime Range:
& Outage Log to Jun 2, 2020 (22:19)
a4 Job Size Chart
bt Wait Time Range: 0 - 128
8 Queue Wait Times
& File Browser Average Queue Wait Time =
128+

% Service Tickets
Ll Data Dashboard
- NX Desktop

& Jupyter Hub

NERSC Homepage

Number of Nodes Requested

Documentation Portal

Accounts Portal

9%

e DS D

Hours Requested
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Recap: 3 Ways to Access NERSC Services

» Connecting to NERSC Services
2. https://iris.nersc.gov for managing your account and project

b. hitps://help.nersc.gov/ to contact NERSC support
https://my.nersc.gov for center status and a portal to everything
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https://iris.nersc.gov
https://nersc.servicenowservices.com/
https://my.nersc.gov
https://jupyter.nersc.gov
https://docs.nersc.gov/connect/nx/

Next

« Connecting to Cori
ssh -1 my nersc name COri.nersc.gov for power users

a.
b. https://jupyter.nersc.gov notebooks and terminals in your browser
«. NoMachine (https://docs.nersc.gov/connect/nx/) for GUI apps
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Now

« Connecting to Cori
=. ssh -1 my nersc name cori.nersc.gov for power users
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Connecting with SSH

"The traditional method"

* For those comfortable working in a terminal, ssh from your local terminal
to cori is the most flexible and powerful working environment

You will need a terminal program!

* Mac: terminal (built-in) or "iTerm2" (https://www.iterm2.com/)

* Windows: PUTTY (or XWin32 or Git BASH)
(https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html)

* Linux: Your own favorite :)

*  Chromebook: crosh (developer mode) or Crostini (Linux-in-a-container)

or SSH App

Office of

;»&‘;“L"“‘Sx% U.S. DEPARTMENT OF
EN ERGY Science
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https://www.iterm2.com/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Connecting with SSH

ssh #1

(base) 23:05 sleak@pro:~ $ ssh -1 sleak -Y cori.nersc.gov
The authenticity of host 'cori.nersc.gov (128.55.209.23)' can't be established.
RSA key fingerprint is SHA256:35yiNfemgwzHCHFrPGWrJBCCqERGLtOVSrR36s1DaPc.

Are you sure you want to continue connecting (yes/no/[Fingerprint])?‘E;iSEE;;T\\\\\\\\

This means your laptop
doesn't recognize the
computer calling itself cori.
The first time you log in, this is
expected. But if your laptop
should recognize cori, it's a
red flag

¥‘IllIllIlllIllIIIIIIllIIIlIIlllIIlIIllIIllIIllIIllIIllIllIIIIIIIIIIIIIIIIIIIIIIIIII'IJ
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(base) 23:05 sleak@vro:~ $ ssh -1 sleak -Y cori.nersc.gov
The authenticity of host 'cori.nersc.gov (128.55.209.23)' can't be established.
RSA key fingerprint is SHA256:35yiNfemgwzHCHFrPGWrJBCCqERQLtOVSrR36s1DaPc.

- G Are you sure you want to continue connecting (yes/no/[fingerprint])? I

- 71 ssH - NERSC Documentation X [EE

< C ® © @& https://docs.nersc.gov/connect/ssh/#key-fingerprints B

NERSC Documentation Key ﬂ ngerprints d
Home
Getting Started NERSC may occasionally update the host keys on the major systems. Check hert
Accounts > current fingerprints.
Iri > N
i e Cori
Systems >
Storage Systems % 4096 SHA256 :35yiNfemgwzHCHF rPGWrJBCCqERGLtOVSrR36s1DaPc cori.ners:
. Troubleshooting
Connecting v

Cori Login Nodes o DTN[01-04] All of the dtn nodes should have the same fingerprints: [')A:;:f Benled=or:Fermlssion

. .
Multi-Factor Authentication Host authenticity F I n g e rp rI nt

SSH 2048 SHA256 : /cIQWTFd8zgeZKVdzE5Jqscu3IX3mRBn7ikaAGH5h6k dtn@1.nersc.gov (RSA) U
256 SHA256 : t106fLqc2dHal03IGMWASMtXqOURT1xHM3E61VIZIGg dtn@1.nersc.gov (ECDSA) Host identification changed

:"Mfc'"il”e/“xvxw‘”d"ws 256 SHA256 :wirBRUHXris81XH856CNIMg6JF02zSWqogXsDnZnZo8 dtn@1.nersc.gov (ED2551¢ SO m eti m eS
ccelerator

Jupyter
7= changes after a
Policies 4 The ssh fingerprints can be obtained via:
Programming >

maintenance

ssh-keygen -1f <(ssh-keyscan -t rsa,ed25519,ecdsa $hostname 2>/dev/null)

You can check the fingerprint at
https://docs.nersc.qgov/connect/ssh/#key-fingerprints

U.S. DEPARTMENT OF Office of
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Connecting with SSH p————

to authorized site, Department of Energy, and law enforcement personnel,

as well as authorized officials of other agencies, both domestic and foreign.
By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion

When you SSh in, you'” See a of authorized site or Department of Energy personnel.

Unauthorized or improper use of this system may result in administrative
prom pt |ike- disciplinary action and civil and criminal penalties. By continuing to use

- this system you indicate your awareness of and consent to these terms and
conditions of use. LOG OFF IMMEDIATELY if you do not agree to the conditions

Password + OTP: stated in this warning.

30 ke e 3 e 3 3k ko e e o e ok 3k ok o ke ok 3k 3k ko e o ke 3k 3k ko o o 3k 3k ok ko o ke 3k 3k ok 3 o ok ke 3k 3k ko ok k- ok ok o ok -k 3k ok ok o ok ok ok ok %k ok ok

Login connection to host cori@2 :

Enter your (iris) password, then = lresswera . ow: ¢
the 6 digits from Authenticator, with no spaces etc between
eg qwerty687921

Nothing will appear at prompt as you type! (this is normal)
If you only get "Password: (no "+ OTP"), your account may not be
ready yet

U.S. DEPARTMENT OF Offlce Of

NER 24 BERKELEY LAB  ENERGY
cience

Bringing Science Solutions to the World




(base) 23:05 sleak@ro:~ $ ssh -1 slea i.nersc.gov
The authenticity of host 'cori.nersc.go 8.55.209.23)"' can't be established.

SSH Options L

RSA key fingerprint is SHA256:35yiNfemgwzHCHFrPGWrJBCCqERqLtOVSrR36s1DaPc.
Are you sure you want to continue connecting (yes/no/[fingerprint])? I

Wait, what was
that "-Y" ?

"ssh -Y"(or"ssh -Xx")
allow X (ie, GUI) programs on Cori to display on your local
monitor.

* You need an X-server (https://www.xquartz.org/ for Mac or
http://x.cygwin.com/ for Windows)
- Can be very slow - alternatives coming up!

m 25 BERKELEY LAB
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https://www.xquartz.org/
http://x.cygwin.com/

sshproxy
 Tired of repeatedly typing password + OTP?

o sshproxy.sh creates SEM =

© & ht nersc. proxy i B mo% ose. [N 4 + IN @ © * ® =

&

a short-term (24 hours) S et -

43 matching documents

Ce rt i fi Cate [& Multi-Factor Authentication (MFA)

(Q) I have enabled MFA. My logins fail repeatedly. What should | do?
R u n s s h r ox s h If this is with a particular host (Cori, etc.) only, then login to your Iris
O P y . account at https://iris.nersc.gov. That will clear login failures that
may have accumulated for the host. Then, try to login to the host...

once, then you can ssh A —
] y u sshporxy.sh has several command-line options to override its default

behavior. You can run sshproxy.sh -h to get a help message.

$./sshproxy.sh -h Usage: sshproxy.sh [-u <user>] [-o <filename>] [-s.
to N E I z Syste l I I S O r Login Attempts with an Expired Key

If you try to login with an expired key, the server will not tell you that
the key has expired. It will just prompt you to login with MFA, as if you

the next 24 hours hetes s i, ol st ot vt

sshproxy

NERSC has developed a service, called sshproxy, that allows you to

before being asked for o el e i o
password+OTP again

« Search "MFA SSH" at https://docs.nersc.qov

U.S. DEPARTMENT OF Ofﬂce Of
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sshproxy

Mac/Linux (sshproxy. sh)
sshproxy.sh -u elvis

Then login using the key:

ssh #1

(base) 13:21 sleak@pro:~ $ sshproxy.sh -u sleak
Enter the password+0TP for sleak:
Successfully obtained ssh key /Users/sleak/.ssh/nersc
Key /Users/sleak/.ssh/nersc is valid: from 2020-06-03713:21:00 to 2020-06-04T13:2
2:20
(base) 13:22 sleak@pro:~ 4 ssh -i /Users/sleak/.ssh/nersc cori.nersc.gov |

|

NOTICE TO USERS

Lawrence Berkeley National Laboratory operates this computer system under
contract to the U.S. Department of Energy. This computer system is the
property of the United States Government and is for authorized use only.
Users (authorized or unauthorized) have no explicit or implicit
expectation of privacy.

Any or all uses of this system and all files on this system may be
intercepted, monitored, recorded, copied, audited, inspected, and disclosed

sshproxy.sh -i /path/to/key cori.nersc.gov

Or: add it to your keychain

sshproxy.sh —-a -u elvis

ssh -1 elvis cori.nersc.gov

27

ssh #1
(base) 13:24 sleak@pro:~ $ sshproxy -a -u sleak
Enter the password+0OTP for sleak:
Identity added: /Users/sleak/.ssh/nersc (/Users/sleak/.ssh/nersc)
Lifetime set to 86399 seconds
Certificate added: /Users/sleak/.ssh/nersc-cert.pub (user_sleak)
Lifetime set to 86399 seconds
Successfully obtained ssh key /Users/sleak/.ssh/nersc
Key /Users/sleak/.ssh/nersc is valid: from 2020-06-03T713:24:00 to 2020-06-04T13:2
5:06
(base) 13:25 sleak@ro:~ $ ssh -1 sleak cori.nersc.gov

NOTICE TO USERS

Lawrence Berkeley National Laboratory operates this computer system under
contract to the U.S. Department of Energy. This computer system is the
property of the United States Government and is for authorized use only.
Users (authorized or unauthorized) have no explicit or implicit

U.S. DEPARTMENT OF Ofﬂce Of
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sshproxy

Windows (sshproxy . exe)
- Start a Command prompt ("CMD" in search box)
sshproxy.exe -u elvis
pageant nersckey.ppk

putty —-agent elvis@cori.nersc.gov

Search "windows sshproxy" at https://docs.nersc.gov

Office of
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https://docs.nersc.gov

Now

« Connecting to Cori

b. https://jupyter.nersc.gov notebooks and terminals in your browser
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https://docs.nersc.gov/connect/nx/

Jupyter

You can access Cori from any web browser, via https://jupyter.nersc.gov

Q,A, ,,,,,, x 3 c @ 0 & 7% SR rn@De & 8 | =

S P T —— SE% TRTEIeTE SR

)2oe - e e e [ -
— Jupyterhub - Bt o [omeer |

: < cQ °a e %) e @5 B rmoe s e =

~ File Edit View Run Kernel Tabs Settings Help

+ B - ] c [ Terminal 2 x

Username:

Directory: /global/ul/s/sleak
FAVORITES Wed Jun 3 16:24:54 PDT 2020
16:24 sleak@coril9:sleak$

A $HOME
B8 $SCRATCH

FILE BROWSER

7@ /- /s/sleak/ *

Name -
s wn -OGE  LM@OE *o E .
= ™ bin
m = jupyterhub Home Token seak | @logon [
: 8 config
Shared CPU Node Shared GPU Node E f.— ™ Documentation
Gerty =" m dots
" start.
| ™ environment
<> : -
J Spin [ ] = intel
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Now

« Connecting to Cori

«. NoMachine (https://docs.nersc.gov/connect/nx/) for GUI apps
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Running GUI Apps on Cori

Wait, what was
that "-Y" ?

"ssh -Y"(or"ssh -X")

GUI apps eg Matlab, DDT allow X (e, Ul prgrams on Cort o ipayon your oca

* You need an X-server (https://www.xquartz.org/ for Mac or

(debugglng), VTu ne (pe rformance) http://x.cygwin.com/ for Windows)

* Can be very slow - alternatives coming up!

can be painfully slow over a network = PR ——

Why is this, and how can we fix it?
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NoMachine: Accelerated X

X protocol makes a lot of traffic bottleneck!

Internet  NERSC internal

«  OK over the (fast) network N
internal to NERSC e
+2s
* Not OK over the (slow) 1T=3
internet s
. . YTy e— 3
NoMachine runs inside = ;E
NERSC, and sends less T =_%s
data over the (slow) internet ___-
(X Client)

Office of

?77;':5’""”451 U.S. DEPARTMENT OF
@ ENERGY science




NoMachine: Accelerated X

NoMachine also removes the fragile!

weakest link, so broken prie i
connections don't kill your
application

GUI Application
(X Client)
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] X protocol o é <
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X Server GUI Application

(X Client)
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How to Set It Up

https://docs.nersc.gov/connect/nx/ has detailed

instructions

o Download the client
(https://www.nomachine.com/download-enterprise#NoMachine-Enterprise-Client)

(Make sure to get the client, not == o ———————————
the server or workstation)

o Setup a connection (can optionally
use the key you generated
with sshproxy.sh)
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NoMachine W|thout sshproxy

o ~ NoMachine - NERSC

MFA OTP immediately after password (no spaces)

NERSC \ NOMACHINE
i

NERSC Please type your username and password 1o login.
687 071 e

< passwod | hunter2687071 >

Changes in r Seconds ”‘J () Save this password in the connectio

/-

don't save the password (it changes every login!)

TTTTT
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NoMachine

eee NoMachine - Connection to nxcloud01.nersc.gov

Yy NoMachine - Comnection o micioudd! nersc gov

Connection to nxcloud01.nersc.gov NOMACHII

View | =: Son [  Findatype T

- |

other systems will be impacted.

Create a new virual Create a new custom
deskiop session
————————————————————————————————— Past QUtages z=mssssissmssizrssnassnestnmsaning

05/31/20 13:00-14:29 PDT, System Degraded

Cori cabinet c1-4 has lost power. Some jobs have crashed, but
most running jobs are not affected. New jobs will not start.
Our engineers are working on solving the issue.

05/31/20 14:30-23:08 PDT, Unavailable

Cori had a hardware failure and all jobs on the primary system
have been stopped. Cori will be available after a system
reboot. Cori external nodes and login nodes are available.

see: http://my.nersc.gov/outagelog-cs.php

‘Save this setting in the connection file Back Continue

11:30 sleak@coril®:H/~$ xterm &

[1] 633160

11:31 sleak@c sleak@cori10:~ (on cori10) x b "-misc-fixed-medium-r-semiconden
sed-*-13-120 Furie 1

xterm: cannots ¥-13-120-75-75-C-60-1508859-1"

[}
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What We've Covered

» Connecting to NERSC Services
2. https://iris.nersc.gov for managing your account and project
b. https://help.nersc.gov/ to contact NERSC support
c. https://my.nersc.gov for center status and a portal to everything

« Connecting to Cori
=. ssh -1 my nersc name cori.nersc.gov for power users
b. https://jupyter.nersc.gov notebooks and terminals in your browser
«. NoMachine (https://docs.nersc.gov/connect/nx/) for GUI apps
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