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Connecting to NERSC

Data Transfer Nodes
dtn0l.nersc.gov HPSS
dtn02.nersc.gov archive.nersc.gov
dtn03.nersc.gov hpss.nersc.gov
dtn04.nersc.gov I
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Access via web

browser Use Globus to move

large amounts of
data

globus online

$BSCRATCH

(NGF) $HOME Iproject

$CSCRATCH
(Lustre)

|
-

Access via
terminal or
desktop client
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MFA

* Multi-Factor Authentication
— NIM password + OTP ("One-Time Password")
— OTP obtained via Google Authenticator on your
smartphone

https://play.gsoogle.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8

— Alternative/backup option: Authy on desktop
https://authy.com/

— Much harder for someone to hack your account

* Mandatory
— except in special circumstances
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https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8
https://authy.com/

MFA on NERSC services

Shibboleth (help.nersc.gov, some science gateways)

862257 mmm-
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https://docs.google.com/file/d/1J4L-rvGSfbZ44hG59oO0NIfZuY0lJwRQ/preview

MFA on NERSC services

Jupyter-dev, RStudio

3 RStudio Sign In X +
e
< C @ https://rstudio.nersc.gov/auth-sign-in * 6 0 » 0 & e :
Z JupyterHub X -
<&« C | @ https://jupyter-dev.nersc.gov/hub/login %) O 0 » 0 & | @ : OStudio
o
— Jupyter

Sign in to RStudio

Username:
I » »
Password:
Username: ‘ |
MFA Token (testing):
Password: ‘ ‘

Notice: NERSC will enable MFA on RStudio in
MFA [If Enabled]: the near future.
| Stay signed in
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MFA on NERSC services

* MyNERSC
— similar to Jupyter, Rstudio

* SSH, NX, etc:

— details below ...
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First exercise: NIM

https://nim.nersc.gov

0@ < 5m} & nim.nersc.gov ¢ ] () =

m NIM | NERSC Information Management

Please sign in first ti | . . | .
NERSC Username: [ ] ( Irs Ime. O.ggm,,g In, oriogging
in after clicking "Lost your

NIM Password: — //' tokens), then leave this empty
MFA (if applicable): [ ]

? | Lost your tokens? | Shn in as Staff

If you have no MFA tokens

Reset your NIM password. | Rprgot your usernam

New to NERSC? Get valuable information about using NIM here: NIM User's Manual.

NERSC recommends using Multi-Factor Authentication (MFA) to increase your account
security. Read instructions here.

Reset your NIM password using the link above. If you have problems resetting your
password, contact Account Support at the number below.

NERSC Account Support: 1-800-66-NERSC (menu option #2) or 510-486-8612.

NERSC Consultants: 1-800-66-NERSC (menu option #3) or 510-486-8611,
consult@nersc.gov

Browser Requirements | NOTICE TO USERS | All connections are logged.
Please DO NOT BOOKMARK this page. Bookmark http://nim.nersc.gov/
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Connecting to NERSC

Access via web
browser

Data Transfer Nodes
dtn0l.nersc.gov HPSS
dtn02.nersc.gov archive.nersc.gov
dtn03.nersc.gov

hpss.nersc.gov
dtn04.nersc.gov B g

Use Globus to move
large amounts of
data

&

globus online

Access via

terminal or
desktop client

~

$BSCRATCH
(NGF)

__

$HOME Iproject %
$CSCRATCH
(Lustre)
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Next exercise: MyNERSC

https://my.nersc.gov

® © ® /I MyNERSC x R Stephen

&« C | & Secure | https://my.nersc.gov/index.php * 0> 0% ~
Admin NESAP Monitoring User Docs scc Interesting NERSC sites Git resources Markup resources Saved State troubleshooting

1Y nersc |
@ Dashboard

@ Dashboard
Ll My Repo Usage % System Status
& Jobs <
Please Login
&) Center Status < Log Compute Systems:
8 File Browser
Cori Up

i= My Personal Disk Usage

& My Tickets

| Edison Up
|
|l Data Dashboard Please Login
Genepool Up
&4 NX Desktop
= : ; PDSF Up
- £= My Project Disk Usage
& Jupyter Hub
[# Changelog Please Login Global Filesystems:
NERSC Homepage
DNA Up
‘ &8 My Active Jobs
Global Common Up
Please Login
Global Homes Up

| hittps://my.nersc.govfindex.php#
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NX@NERSC - Accelerated X

bottleneck! Internet NERSC internal
(slow) : network (fast)
GUI Application
X Server (X Client)
http://lucidchart.com éi"ﬁ *“T‘@
=3
X protocol I -
Alert Title profoeo = ¢ 2
= Y
= —— g
"
. & o —“¢f”
¢ | — éf"‘& @
NX protoco X protocol o L.
Alert Title ’ - - @
Alert - |
py
X Server GUI Application
(X Client)
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Reasons for NX (aka NoMachine) m

/{)

G

* Slow Speeds: X-Windows is slow over network.
Remote windows from emacs can take minutes to
open

* Solution: NX Buffers/Compresses X messages, giving
much better X experience
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NX@NERSC - Accelerated X

Internet NERSC internal
(slow) : network (fast)

fragile!

GUI Application

X Server (X Client)
£y [P Mocarccor— & T -

X protocol

¢
L

0000

Alert Title

|

Alert
C A [hupucidehart.com - 7&
G A
& —

NX protocol

Alert Title

Alert

a8 5
o[ 0-0-6-¢

X Server GUI Application
(X Client)
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Reasons for NX

* Long Lasting Desktop:
NX givesyoua ... - eT—

Fan v '~
...... ORII/I0 T 00 30 00 UL, Sqreduied salstenssce
l l Plarvad Salatassnce svant 100 FEIsen Systen wigrade
’ Will b wmewei Ladle Guring TAIS wandew 4F tiee
PSS Uear N2 0309 0T, Scheouied salrtesance
WSS ayvtems LL e waval Table white NDRSC saglioes o
1chotuled salrtenence
‘ a n ‘ O I I l I ‘ ‘ O s Sackep ONTI/IE 5 001490 TUT, Schetuled aelrtanent
WSS avtens will Se oveved lable NURSE aagioeets pe
sehetnl et sl rtenan
Cord BVIIZIR T 00 000 UL, Saheduled ek rtesescs
C Cory vl e wal Lanie while W TN -
resou r eS NS TREREN
Sehanen Satewnps BMIT/IR 10 00000 e L
e | = (™ t 1.3 ers ing
o sty
[}
e CO rI T— M IR T 808 e retslow matetenane
’ LU BT - - T
...... LU UTERE - vite o Bl rtanane
Cary VMR T 00 00 0T, Mt el ek ot ananin
BVLEReh 1A LAV J4 Meery

GUI applications. s
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Reasons for NX
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* Lost Connections: If | lose internet connection,

might lose all running processes.
* Solution: NX provides sessions. You can suspend the

session without terminating the running processes.

— And get back to the same point when reconnected, even
from a different location or computer.
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What you need for NX

* Any desktop/laptop
— Windows/Linux/Mac

* NX Client software (free)

http://www.nersc.sov/users/connecting-to-nersc/using-nx/download-tested-nx-player/

http://www.nersc.gov/users/connecting-to-nersc/using-nx/nxconfig-2/

e Search for "NX" on docs.nersc.gov

"\
NeRsc NERSC Documentation (beta) Q, Ssearch Ay GitLab/NERSC/docs

NERSC Documentation (beta) N X / N 0 M ac h | ne ,- Table of contents
Home Benefits
Accounts v Speed
Connecting ~ NX (aka NoMachine) is a computer program that handles remote X Window System connections Session
Login Nodes which offers several benefits over traditional X forwarding. Desktop
SSH Installing
MFA Download latest NX Client
NX Beneﬂts Wlndows XP/Windows

TAABRAaiiia O Mamland)
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http://www.nersc.gov/users/connecting-to-nersc/using-nx/download-tested-nx-player/
http://www.nersc.gov/users/connecting-to-nersc/using-nx/nxconfig-2/
https://docs.nersc.gov/

Login to NX

@ NoMachine - NERSC

MFA OTP immediately after password (no spaces)

NERSC NOMACHINE

NERSC Please type your username and password 1o login. \
6 8 ; O ; 1 O Username sieak ‘

passwod | hunter2687071 ‘

Changes in r Seconds G‘J < =] SavelmspasswordImr\eoonmcnonme>

don't save the password (it changes every login!)

] o] &

Tokens Requests Settings
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SSH

* All NERSC computational systems are accessible via ssh
* First: you need a terminal program on your desktop/laptop
— Mac: "terminal” (built-in) or "iTerm?2"
(https://www.iterm2.com/)

— Windows: PuTTY (or XWin32 or Git BASH)
(https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html)

— Linux: Your own favorite :)
* If you will use X-forwarding (coming up) (Note: NX is better!)
then you also need an X server
— Mac: XQuartz (https://www.xquartz.org/)
— Windows: Cygwin/X (http://x.cygwin.com/)
— Linux: built in

Office of

Science -22-



https://www.iterm2.com/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://www.xquartz.org/
http://x.cygwin.com/

Example Session (terminal only)

[ NON ) 4. ssh

22:13 sleak@macbook:~ $ ssh -1 sleak cori.nersc.gov f

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k %k ok ok 3k %k ok 3k 3k 3k 3k 3k sk sk ok ok ok ok ok ok sk k ks kK Kk ok ok kR KK KRR

. — Prompt on local system

NOTICE TO USERS

Lawrence Berkeley National Laboratory operates this
computer system under contract to the U.S. Department of
Energy. This computer system is the property of the United
States Government and is for authorized use only. *Users
(Cauthorized or unauthorized) have no explicit or implicit
expectation of privacy.*

* % ¥ ¥ X ¥ ¥ ¥ *

Notification of acceptable
use.

Any or all uses of this system and all files on this system
may be intercepted, monitored, recorded, copied, audited,
inspected, and disclosed to site, Department of Energy, and
law enforcement personnel, as well as authorized officials
of other agencies, both domestic and foreign. *By using
this system, the user consents to such interception,
monitoring, recording, copying, auditing, inspection, and
disclosure at the discretion of authorized site or
Department of Energy personnel.*

Password prompt
Type password

then OTP (nothing
between) then hit

*Unauthorized or improper use of this system may result in
administrative disciplinary action and civil and criminal

penalties. _By continuing to use this system you indicate
your awareness of and consent to these terms and conditions
of use. LOG OFF IMMEDIATELY if you do not agree to the
conditions stated in this warning._*

***************\*

Lo R R R R R R B R R R R AR A R R R S SRR R R A R S

3k 3k 3k sk ok ok 3k 5k %k ok >k 5k 3k %k ok ok 3k %k ok >k sk %k %k %k ok %k ok % 3k 3k 3k 3k 3k ok 3k ok 3k 5k 5k ok >k 5k 3k ok ok ok 3k %k %k ok 3k %k ok Kk enter

Password + OTP: I
e

~
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NERSC Message of the Day

e After you type the password and logged in to a system, you
will see NERSC MOTD before your session prompt appears

Last login: Wed Feb 22 16:07:29 2017 from 198.128.212.1 —emeemeemeeeeeee Service Status as of 2017-02-22 14:35 PST --------------------
Contact Information All services are available.
NERSC Contacts http://www.nersc.gov/about/contact-us/
e hto: i Planned Outages
tatus ttp://www.nersc gov/users/live-status/ Cori:  02/28/17 6:00-03/01/17 6:00 PST, Scheduled maintenance.
NERSC: 800-66-NERSC (USA)  510-486-8600 (outside continental USA) Cori will be degraded due to cabinet additions. Datawarp nodes
----------------- Current Status as of 2017-02-22 14:35 PST -------------- will be reduced during this time.
Compute Resources:
Cori: Available Cori: 03/01/17 6:00-03/03/17 17:00 PST, Scheduled maintenance.
N o Cori will be down for adding cabinets and HSN (high-speed
Edison: Available. network) maintenance. Logins will not be available.
Genepool: Available.
PDSF: Available. Data Transfer Nodes: 03/01/17 9:00-12:00 PST, Scheduled maintenance.
. . Past Outages
Global Filesystems: Cori: 02/21/17 8:00-21:15 PST, Scheduled maintenance.
DNA: Available. Cori will be unavailable while updates are applied. Logins will
Global Common: Available. be available, however no jobs will run.
Global Homes: Available. . '
Project: Available. Cori: 02/21/17 21:15-22:15 PST, System in degraded mode.

The majority of the system's compute nodes are currently

ProjectA: Available. unavailable. Engineers are investigating the issue

ProjectB: Available.
For past outages, see: http://my.nersc.gov/outagelog-cs.php

Mass Storage Systems:
HPSS Backup: Available.
HPSS User:  Available.
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Example with X-forwarding

* Allows you to access Visualization programs
remotely at NERSC

Example:
localhost% ssh -1 elvis cori.nersc.gov

Terminal — ssh 102x24

e/elvis> module load matlab Cori will be d
e/elViS> matlab network) mainten

8 00 N\ MATLAB R2016a
Boaston 7 g -

Data Transfer Nodes: 03/01/17 9:00 ‘ : i
<MATLAB starts up> -
New Mew Open \i—;’ Compare VARIAELE = CODE ENVIRONMENT RESOURCES
cori: 02/21/17 8:00-21:1 S Pt T v v - -
Cori will be una EILE
° be available, how <= = (5 21 2/ » global » ul » y » yunhe » v R
NERSC Recommends using NX current Fo... © Wore®
o . Earis e/ _IJ_JJ New to MATLAB? See resources for Getting X | |Name <
instead of X-forwarding (faster, Lo Dol
L Sty O xv beged
more rEIlabIE) For past outages, see: http://my.ne ®
Details A e »
yunhe@cori04:~> module load matlab A‘ Ready

yunhe@cori04:~> matlab
MATLAB is selecting SOFTWARE OPENGL rendering.

0
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Logging in with MFA
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https://docs.google.com/file/d/1n_CV0RN60aiikb4onE4g-wqduX5R0FnX/preview

sshproxy.sh

* Tired of repeatedly typing password + OTP?
* sshproxy creates a short-term (24 hours) certificate

* Run sshproxy.sh once, then you can ssh to NERSC
systems for the next 24 hours before being asked
for password+OTP again

Office of
Science
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sshproxy.sh
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https://docs.google.com/file/d/1UGRN7X9XjRHvpmLmAwkjkqydjbi4fksf/preview

Connecting to NERSC

Data Transfer Nodes
dtn0l.nersc.gov HPSS
dtn02.nersc.gov archive.nersc.gov
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Access via web

browser Use Globus to move

large amounts of
data

globus online

$BSCRATCH

(NGF) $HOME Iproject

$CSCRATCH
(Lustre)

|
-

Access via
terminal or
desktop client
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Thank you.
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Setting up MFA

1. Install Google Authenticator (on phone) e e TonDescrpton

2. Enrol OTP Token o .. e
— from "MFA Tokens" tab in NIM, hit "Add
Token"
— Give it a name, hit "Submit" then scan the QR
code with Google Authenticator e

Add Token Delete A

27 GLE QR-Code for installing the OATH compatible Soft Tokens (FreeOTP, Google Authenticator and other apps using the ‘otpauth://’ syntax).

This will be the only time you will be able to scan this code into your Google Authenticator (or similar app). or use the URL
string below.

In the above example ("my phone*), the user is trying to generate a token that will be used with
the Google Authenticator on a phone. If you have more than one token from different devices,
you can add a proper description for each token for your reference.

Click the 'Submit’ button. Then, the webpage will display a token and a QR code that is to be
scanned into your device. Note the token ID (TOTP22856A68 in the following example).

For other apps that require manual configuration, choose the “OTP seed” tab above.

3. Login i
— Use your NIM password followed by the
numbers provic_:led by Google Authe__r)ticator

otpauth://totp/NERSC-wyang-TOTP22856A68?
secret=KCTIWS3MEWIGVI4YL3NMZ6TL6HULS42L
TOTP22856A68

$ ssh cori.nersc.gov

B

*
*

*

Password + OTP:

NOTICE TO USERS
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