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Monitoring at NERSC
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g Overview
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 Monitoring at NERSC

— Node Security
— Web vs. shell vs. ??

* NAGIOS

e Cacti

 Prism

 Real Life Examples
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AV ERSC Monitoring at NERSC

SCIENTIFIC COMPUTING CENTER

e Performance vs. Fault

 Each system gets a dedicated
monitoring node
— Node is owned and maintained by NERSC,

but is interconnected where possible to
Internals of system.
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AV ERSC Security of monitoring node

SCIENTIFIC COMPUTING CENTER

e Security is provided by firewalling
hodes to outside world.
— Https only to web access.

— Firewalled, iptables, and apache access
controls

— Few or no local accounts
« Managed by NIM/LDAP
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WERSC) Web based

SCIENTIFIC COMPUTING CENTER

* Allows portability.

o System allows outside world access to
data via tunnels.

 Logging of access is performed.
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W ERSC NAGIOS

SCIENTIFIC COMPUTING CENTER

* NAGIOS - http://lwww.nagios.orgl is
primary fault monitoring system.

— All systems have a NAGIOS monitoring
process.

— Some plugins are locally written
e Ddn fault & temperature
 Engenio/FaSTT fault
 Cray Cabinet temperature
e Cray xtcli node & link faults
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http://www.nagios.org/

AW ERSC) Cacti

SCIENTIFIC COMPUTING CENTER

o http:/lwww.cacti.net/
 Used to collect data from network,
temperature, and ddn statistics.

— Locally written plugins for thermal and ddn
statistics.
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W ERSC Prism

SCIENTIFIC COMPUTING CENTER

* Locally written
 Understands RDF feeds.
 Can aggregrate feeds into one display.
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i ‘Em NAGIOS status

SCIENTIFIC COMPUTING CENTER

Franklin Nagics - Mozilla Firsfox w A »

&m(&
N
©

File Edit View
« .2

3
[E Most Visited ~

Nagios

¢ Home
¢ Documentation

Monitoring |

® Tactical Overview

* Service Detail
®Host Detail

S Hostgroup Overview
S Hostgroup Summary
*Hostgroup Grid
Servicegroup Overvi
Servicegroup Summ
Servicegroup Grid
Status Map

3-D Status Map

T

.
.
.

Service Problems
Host Problems
Network Outages

Show Ho

s Comments
& Downtime

& Process Info
& Performance Info
# Scheduling Queue

Reporting |

& Trends

& Availability

& Alert Histogram
= Alert History

History Bookmarks Tools Help
& [

@|Release Notes [iFedora Projectv

https://localhost:8080/nagios/

Tactical Monitoring Overview
Last Updated: Wed Apr 29 155553 PDT 2009
Updated every 90 seconds

Magios® 2.12 - www.nagios.org
Logged in as tdaws

Network
Outages

0 Outages

£3Red Hat v

£3Free Content ~

Monitoring Performance

Service Check

0.01/4.13/0.828 sec

Execution Time:

Service Check Latency:
Host Check Execution

Time:

Host Check Latency:
# Active Host | Service

Checks:

0.00/0.89/0.195 sec
0.01/1.69/0.050 sec

0.00/0.00/0.000 sec
162 /512

# Passive Host | Service 0/0

Checks:

0 Unreachable

Services

0 Pending

Network Health

Host Health: | ]
Service Health: [ —

2 Critical 0 Unknown

2 Acknowledged

5 Warning

4 Acknowledged

MaAanitAarinm Casturaes

https://localhost:8080/nagios/cgi-bin//extinfo.cgi?type=4
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NATIONAL ENERGY RESEARCH

SCIENTIFIC COMPUTING CENTER

@ «  Franklin Nagios - Mozilla Firefoe —

File Edit View History Bookmarks Tools Help

& ~ o @& [[el] https://localhost:8080/nagios/

Most Visited~ [¢|Release Notes EJFedora Project~v £JRed Hatv EJFree Content~

General

# Home
& Documentation

* Tactical Overview

* Service Detai

®Host Detail
*Hostgroup Overview
* Hostgroup Summary

cl2-1 g:} CRAYCABINET g[‘] oK

CRAYXTCLI-
CHASSIS0 S+ K

.
.
.3

3-D Status Map

* Service Problems
#* Host Problems

#Network Outages CRAYXTCLI- O WARNING

CHASSIS-1

= Comments
& Downtime

= Process Info
erformance Info

S
# Sched g Queue CRAYXTCLI- gD oK

CHASSI5-2
Reporting =
* Trends

* Availability

# Alert Histogram
= Alert History

Done
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) ENERGY

04-29-2009 1552:1614d 2h 19m 4s  1/2

04-29-2009 155524 93d 3h 20m 125 1/1

04-29-2009 155555 Od 10h 57m 57s 1/1

04-29-2009 155546 17d 23h 55m 45 1/1

NAGIOS - xtcli status

V 2

CABINET OK: Fanspeed: 32
HZ: Pressure 133/100
Inches: Inlet 12C: Outlet
41C, 41C, 42C, 42C 41C,
43C, 44C 42C

OK:cl2-1e0:32 of 32, 0
down, O sysdisabled.

01234567
vuuuuuuu
vuuuuuuu
vuuuuuuu
vuuuuuuu

WARNING: c12-1c1: 31 of
32, 1 down, O disabled.

01234567
SRSIVAVAVIVIVIY)
UUUUUUUu
UUUUUUUR
UUUUUUUuU

OK: cl2-1c2: 32 of 32, 0
down, O sysdisabled.

01234567
vuuuuuuu
vuuuuuuuy
vuuuuuuu
vuuuuuuu
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WWERSC] Cacti — DDN statistics

NATIONAL ENERGY RESEARCH
SCIENTIFIC COMPUTING CENTER

Aggregate DDN IO ops

10 opi/sec
.
=
E

0.0
Tue 16:00 Tue 20:00 Wed 00:00 Wed 04:00 vied 08:00 Wed 12:00

From 2009/64/28 15:37:35 To 2009/04/29 15:37:35

cab02-ul Read I0's Current: 17.46 Average: 38.54 Max: 690.09
cab02-u2 Read ID's Current: 13.31 Average: 32.92 Max: 930.68
cab84-ul Read I0's Current: 13.81 Average: 42.24 Max: 916.66
cab@4-u2 Read I0's Current: 16.63 Average: 27.55 Max: 371.89
cab06-ul Read I0's Current: 17.10 Average: 43.92 Max: 1.58 k
cab06-u2 Read I0's Current: 20.35 Average: 31.30 Max: 778.11
cab88-ul Read ID's Current: 17.34 Average: 55.69 Max: 781.23
cab88-u2 Read ID's Current: 17.89 Average: 30.09 Max: 290.42
cabl@-ul Read ID's Current: 16.91 Average: 29.44 Max: 790.64
cabl0-u2 Read I0's Current: 114.28 Average: 52.53 Max: 582.98
cabf2-ul Write ID's Current: 134.81 Average: 111.47 Max: 745.88
cabf2-u2 Write ID's Current: 135.38 Average: 95.33 Max: 456.38
cabf4-ul Write ID's Current: 138.41 Average: 118.61 Max: 565.32
cab04-u2 Write ID's Current: 135.93 Average: 105.27 Max: 1.13 k
cabf6-ul Write ID's Current: 131.70 Average: 109.95 Max: 535.29
cab86-u2 Write I0's Current: 144.50 Average: 87.83 Max: 407.67
cab08-ul Write I0's Current: 127.91 Average: 89.21 Max: 473.22
cab08-u2 Write I0's Current: 126.32 Average: 85.99 Max: 406.54
cabl@-ul Write I0's Current: 140.26 Average: 101.63 Max: 712.63
cabl@-u2 Write ID's Current: 148.96 Average: 92.06 Max: 769.85
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A/ ERSC Cacti - Thermal Plugin

NATIONAL ENERGY RESEARCH
SCIENTIFIC COMPUTING CENTER

@ _ Cacti - Mozilla Firefox
File Edit Miew History Bookmarks Tools Help

<a v~ = @ [P] https://localhost:8080/cacti/plugins/thermi | v | [~ @,

5 Most Visited~ [¢|Release Notes EilFedora Project~ EIRed Hatv E3Free Contentw

console " graphs Y " thermai J \ i\ o QIR

Consale -= Cray Thermal Data Logged in as tdavis (Logout)

From: |2009-04-15 12:10 |3 [ refresh || clear

| AHU 25 (E.17) | AHU 27 (E.09) | AHU 29 (E.70) | AHU 31 (7.200
| AHU 26 (£.27) | AHU 28 (0.45) | AHU 30(2.17)
| 16 | 15 | 14 ‘ 13 | iz ‘ 11 | io ‘ g 8 ‘ 7 -] ‘ 5 4 3 ‘ 2 1 o
o 11 | 12 | 12 ‘ 12 | 12 ‘ 12 | 11 ‘ 12 | 11 ‘ 12 | 12 ‘ 12 | 11 11 11 12 12
AHU 33 (£.12) AHU 32 (8.53)
1 12 | 12 | 12 ‘ 13 | 12 ‘ 10 | 11 ‘ 11 | 12 ‘ 12 | 11 ‘ 11 | 10 9 11 12 11
2 1z | 11 | 11 ‘ 12 | 1z ‘ 12 | 12 ‘ 12 | 11 ‘ 11 | 11 ‘ 11 | 1z 12 12 11 11
AHU 36 (7.48) AHU 34 (7.80)
3 11 | 11 | 11 ‘ 11 | 11 ‘ 11 | 11 ‘ 11 | 11 ‘ 1z | 12 ‘ 1z | 1z 11 12 1z 1z
4 1z | 1z | 1z ‘ 12 | 11 ‘ 11 | 11 ‘ 11 | 1z ‘ 11 | 11 ‘ 1z | 11 1z 12 1z 1z i
AHU 37 (9.08) AHU 35 (E.74)
5 1z | 11 | 1z ‘ 12 | 11 ‘ 12 | 1z ‘ 12 | 1z ‘ 1z | 12 ‘ 10 | 10 11 12 10 1z
| 23 | 22 ‘ MfA | 28 ‘ 21 | 20 ‘ 19 | 19 ‘ 1 | 18 ‘ 13 | 19 20 21
B AHU 3 (8 EE) AHU 38 (E.3E8)
| 23 | 24 ‘ MfA | 28 ‘ 21 | 22 ‘ 20 | 20 ‘ 20 | 20 ‘ 18 | 19 20 20
AHU 41 (9.13) AHU 40 (5. EE)
|
Done localhost:8080 =
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Cacti - Thermal Plugin

‘ o Cacti- Mozilla Firefio oy

File Edit View History Bookmarks Tools Help
| v o [B] https://localhost:8080/cacti/plugins/thermal2/then | v | [[Clv| @)

fElMost Visitedv [6]Release Notes ElFedora Project~ EilRed Hatv E3Free Contentv

From: |2009-04-15 12:30

| F2 [refresh |[ clear ?|

‘ AHU 25 (10055) ‘ AHU 27 (10.47) _ AHU 31 (9.58)
‘ AHU 26 (11.22) ‘ AHU 28 (11.84) ‘ AHU 30 (11.74)
16 15 14 13
.-.. . ... .. AHU 33(11.08) AHU 32 (11.28)
* .. " -. v " " ..‘ u ‘ u e . " ..
T\ \ .\ E .f. ..f B
’7... . .. AHU 37 (11.09) AHU 35 (10.99)
: .
25 24 HEA 30 22 22 21 22 0 21 21 21 22 23
6 AHU 35 (11.28) AHU 38 (10.92)
‘ 24 25 [T 30 23 24 22 22 22 22 o 21 22 22
AHU 41 (11.54) AHU 40 (9.19) 1
‘ AHLU 46 (11.38) ‘ AHU 44 (3.31) ‘ AHU 42 (11.15)
‘ AHU 45 (10.85) ‘ AHU 43 (9.49)
]

Done
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“AXa  Cacti — Network Weather Map

NATIONAL ENERGY RESEARCH
SCIENTIFIC COMPUTING CENTER

NERSC Backbone SON-biog
Traffic Load e I Created: Apr 30 2009 14:25:18 ""‘-'_"‘,.f--... —

e
-0z ' |

I 10-25

25-40%
40-55%
55-70%

70-85% /M :
B ss-100x 2.56%
o —— 14 &

shire

= dlfs-1
L
e [o.00z] [o.052] [o.04z] [o.00z] [o.002] Tooo0z] "-'ﬁi

0.
z [ \)
— 0. — m L ' = = = : s d1rs-2
/ FOSF jacouard 0.00% -~
chier ”’ Taavinei] /lFr'anklin.ﬁ:L [frarklin.50] ‘ M .

[o.00z | [o.00z] o002 [o.00%] [o.002] [28.772] '

=
[o.00% [ado. 00z [edo. 0oz [10z | 0.00%

v
2.961 e —

’-

hersc-32sw

[0.00 |
0.00% \ 0.00

-~
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W ERSC Prism

NATIONAL ENERGY RESEARCH
SCIENTIFIC COMPUTING CENTER

NERSC Systems and Service Status - Mozilla Firefox

@ -
File Edit View History Bookmarks Toocls Help
|v] [G~]

B -2 0 M https://localhost:8081/prism/
[¢] Release Notes EIFedora Project~ EIRed Hatv EZFree Content-

= Most Visited v
% |8l NERSC Systems and ... % |

B Cacti

Service

Critical|Warning Unknown

System

Bassi

PRISM | Help | Refresh Now | Logs | Contact

Done
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Local Time : Wed Apr 29 2009 23:05:55 GMT-0700 (PDT)
Mext Refresh in 56 seconds

localhost:8081 &
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